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5 Ping - Packet Internet Groper | 1
5 ICMP: Internet Control Message Protocol | 2
6 ICMP - ICMP Message Header _jlSasbias saiiyls | 3
6 OlSaoliay &) saw SlSaan 355 9,34 clinian | 4
16 RTT: Round Trip Time | 5
17 Sy S995%0 | 6
18 Sig Simz | 7
29 155504 Kty (Siludiany ilogd | 8
30 ping /? ((ping [SPACE]/?)) | 9
30 ping-t | 10
31 ping-a | 11
32 ping —n[ping -n count] | 12
33 ping -L[ping -Lsize] | 13
33 MTU: Maximum Transmission Unit | 14
34 ping —f(IPV4) | 15
34 ping-i | 16
35 TTL: Time to Leave | 17
38 ping-v(IPV4) | 18
38 QoS: Quality of Service | 19
39 IP V4 Header | 20
42 ping —r [ping —r count] - IPV4 | 21
43 ping —s [ping —s count] | 22
43 Timestamp | 23
44 NTP: Network Time Protocol | 24
45 ping —j (IPV4 - host-list) & ping —k (IPV4 — host-list) | 25
46 ping -w (ping —w time) | 26
46 ping -R (IPV6) | 27
46 ping -S (IPV6) | 28
47 ping —c | 29
47 ping-p | 30
48 Hyper-V _s-jagls | 31
49 ping -6 g ping -4 | 32
49 Sy lotd ilsalis goslj | 33
52 olSoglryaw | 34




PING

Packet Internet Groper

$09433,S8L § =JsylSas «(Network Administration Software) Ls,l.ii:t:gl, 3093 yd uSa.”’glgu,d dasy
Echo ) Uly .4LaS1y S §: LixwosylSay (ICMP) J5S555, andlsaoyss add dlagly ilSopsals ilSasiogaay

.(Request

ICMP: Internet Control Message Protocol

Error — dad jyisly) 15l 995 & SylGLuls 9 o ilyassos 3 lSes Sy IP oS 03030405b ' SI5S555,
@ Olglwl (ICMP  SlSaobiay) &) aasls 995 pds (Simple Queries — Ulw sogaicotd) JaSa (Reporting
g au,S Siias 44 (Internet Protocol Suite) o aSiias 435553, a4 J(ICMP Messages) (3155

2(RFC 792) 45 0glpals 13 yioals I Soydaw

<Li(Datagram) aSan SIS diggal §1 wiydiin HSAASL aylia) (aSes sameyl> 4isS 435 ICMP lSdobia
oldebay diuedd o9 «lSes oSdan ggean b 4]555358'4 pe ’(Destination) Cuwdido x> &84

.305% 39>L (Original Source) Siogdis Soglyduw S35 § ogds,ofedfo.s
:an 5,8 ICMP laogoylg> sailylgs adl

ydgly U3 9 plSeiwsa Jlonal asalasly 5,8 xogua; ©
So9inziied) JaSa) wloos Gling dan SISaiygl, o

5Jaly olgs S3LusSle 31 0oyl o

OIS0 daly e sadbdy v 9a) a5 Sk o

Soafanly GilSo,tals O gial GlSesato gudy 53,Sauliy B (i€ sluls sledy cliaaiS af 4y 1(Lugsidioy) Protocol 1
s Crwoddy aSaiks Hawal cauggrs GHLAI Gl sun I AIsES gaS Lgias Lily cogaii pulios 35S S cuan (GHLa1) o gladu luiiyaiaal 2

codSes diwlyli o (eliniyds b)) dSaals aS dyo,iali gdi 395 L 4did4d 945 Destination 3
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ICMP Message Header — ICMP _Sdaobiay (saiis;lo

ddiigls gl yrol (Cobos saSainly 4 Gletungl Hold S ICMP o5 SalS 995 g4y Heguliwl 4 L) §

:094iJ§505 T
bit# 0 718 15 |16 23 J 24 31
type code checksum
additional information
or
0x00000000

:aSalils JlSadka
- alsLol; salad Sogly s S35 ) agisy :(53>) Type o
ASaobidy (Sogaiuwls § 500 Sl aS0)3> 4S (50935 94l 4y :Code o

4olS S5 Syl 199ty SASAAL Uggydd §1 4y yeKolnivges iuSiny Jl} H(plvioyos iSiy) Checksum e

.(0x4d58:correct) diggas § | uaSainty JaSU Gu slogs 35S aalS g 43>

Sl LSS 135 (saSaidyls ogayad & los Juails Cwl16 Checksum § w16 4032 GlSais,ls §1,SCE
‘a«] .IP Package gU _sl5as,Ll; $6945y5309 §1 Ciun0y05 ylgs Ldeds s09a(IP Header) as¥a) o9dd ,uS0.509

Hdiagls 94y Guwos Ll 3L 130905lg3 (Sasaig diggai
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S031dS &y gly3isls s3> v ICMP saillsyls gbidd 1o Glosjlol yils clog :(Message Types) ylSaobiasy s53>
09diliyd) Bad ctod HlSesg> 9 HlS003S dy Gladtungls dilichyls 945 (Sogdiawl §1 1as0d 0g3yds dSaLinls jlgle>

803 1y S4Sa0ls (SauS 55 395U 1 yasylSey 1y (lSogdisoind) o dlad) sl (Ll

w9903 0903lg3a) S anlits &y yauw ilSalan (5355 gy37d) clinian

Type Code | Message — Description
0 (Echo Replay) 0 Echo Replay
3 (Destination Unreachable) | 0 Destination network unreachable
1 Destination host unreachable
2 Destination protocol unreachable
3 Destination port unreachable
4 Fragmentation required, and DF
flag set
5 Source route failed
6 Destination network unknown
4 (Redirect Message) 0 Redirect Datagram for the Host
1 Redirect Datagram for the ToS &
network
2 Redirect Datagram for the ToS &
host
8 (Echo Request) 0 Echo request (used to ping)

RFC) (slgsas 5945 latiyiaidal olSaobay 5L ol 32 (23S g5l HlSaoliay 93040 090y (Staaiiis- o)
SxbogS o (Replay) eiog 9 (Request) s,5lgls 3 (0/0 JaSa 8/0) S35 9 93> Owwsdd ogyad .15(792
Sb) Ol 99 da iy ‘n?«.g Cuwdido > § Cdyasies (IP Datagram) yawd )lgly .CgsylSa |aPing
aSdan (CMD) ob (;,1503&5,‘{9) diggos §1 AS0y05090 (Saeliyds (S§BA aSoglayauw (ot — Sl (99 aSAaSLy

19950015 Sty diggas ads og 1 $AS0I3S 9 s3> JaSd o150y sy



' IP datagram » IP datagram (F==

—

: is discarded |- ]
& ICMP Error | ¢

- -

l Message
Host Host or router

o obaSdy 295L 52,5 (ICMP Messages) ICMP ilSaobidy (pdzsduw/cliday) o &5 Guilgios 1553409 o

ilgd) 1,500 ey Xidzdy Sideds 1y Il ooy
1Sy HlylSa) g Cudsuls HlSdebidy ed>ydus Culgins :(CMD gl iy ST (sylss9) CMD Firewall o
netsh advfirewall firewall add rule name="All ICMP V4" dir=in action=block protocol=icmpv4
-(allow) 3; (block) 4354 ogasasu G ylSas ilgios
1§ 9955

netsh advfirewall firewall add rule name="ICMP Allow incoming V4 echo request"

protocol=icmpv4:8,any dir=in action=allow

Ql.\;’:g&“e wdste §1 091y (any — S sZyad) (94S053S 9 (8) oyl dSoy3a 13090y Sasdiggas 9l

.(echo request) _(allow)
100 by by ads J3S555

protocol ={ any | Integer | icmpv4 | icmpv6 | icmpvé4:type,code | icmpv6:type,code | tcp |

udp }
Jgsasld & gl § ukivs aSluwls o gL Llg name
(unsySd) - block) ¢ (Ql&',}@e — allow) cbesls aSlwls § 415 Ulg action

(090503 - out) JaSal (og0sli - in) S y>05 Gy alwlyU 99 § ylSAGasL 50395 Saiwlyb Ulg dir



U > sty Sluls 9d5 45 Sunadydiis 945 siwdido § gl “(interfacetype) uilgios 13aSluly &

(.. HlodSAL s b 1lodSduSoy03 dSauaddyduly (59lS) Lnsddydiid diggaids naios

caS Ll 5K, S 3L Loog,an

3003 LAz 1 szaad aSLwly 196, il aSg)So 5L duwddydilis yawd) 339U IP jlgies :localip
15095995 WIP 9db yduwas lgids

309930 50303 bl 13050 1455 localip (524w :remoteip

23>9U 9§ 2 any s9>L iphttps :diggai §1 g 80955 b 1 paoggios g Soyloj :localport

S puw9303 (50303 (593 190, 14Ky localport (§ysduw :remoteport

V15418 & 09 puuslis ilg0li 1) pawrgins el 09 1 S0 dSoyLS 2uw0g :description

3509 ) (985948t (53835k — 525U Ssless Sosazias) Windows Firewall Advanced Security

gy 2y iy 5135 090y SISLuly (Soih loddas Casilgios 1llgls

(Inbound) disges § 1 sSoAJad aSastivgsts (S5 samwa) Cansly $Y LSS GLiL s0gaizaSes Jlgyals -
09435505 (599 SLwly) (Soyaziay 14505 (New Rule) yawd &5,S HLGL

:50dS05(Custom) yduwdl 45,5 e 150,

Viiat type of e il o

Pros s
Py
Lie th v corematiors bee g TEP o0 L

Py ol b ]

* Cambomm

20918953 (FiSadio oty Guedade 3o adien jduwd] (G455 (1S dundd ydlied/ u 4By 653 ily :(45333 &,3>) interfacetype !
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ALl — ;5a0yas 99040) daS 1Sty yauwds C5 aSawbls a5k S9lian .Next ook -

124505 ¢ (Programs

& trw mbound S Wiz

Progrom
Sty U Fuf peograe et arel e tibie mame o the sesgran thal (Pee ne ralches
Sweps
b Do T auie apoly 3 o prograrn & 2 spechic pogan 7
. Prgee

& Nl prograes
Fuie aookes 12 3 CONNSCIINS o The CONERSSY ITAE M Oher e [Foseries

~ Then pengrem peth

Eamrce & pentt prgreT —.
“Pmgran s Des s brisayer e

Servaces Cugarue
Soechy what servces D am ke 1o

1528503 5313 (ICMP v4) 4o | oa) wois SISa§SE55, 5 9ySiliuiiuns Solan .Next ol -

Shagm
" To whech pons and prosocals does e nde aoply?
+ i
¢ Fribocol and Pom Proscal ype M
Preocol rurvbeer
@ Ficlle oo pot M ¥y
"
Exampla B0 443 50005010
Famote pont M o
Exseple B 443 50005000
roemmt Corwol Mesrage Frotocol Clmomime
FCMF) seitrgn

$ ob e IP &ls § oL 5 *(interfacetype) g (localip) g (remoteip) iUl sglKian .Next b -

2099355 41> § slePublic IP Google DNS 4o5 15000 1(d505 ($3bs Cundds (b any SJauyan

B
Whssh bl IF seldimsses deess Bus sile agply (o7
Ay |F asdem
¢ Sexpn () Trese |7 3veeses
A3y
Lumarwre tve rtetues o 12 whach e s gxter Comarwm
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En
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Cgailons aas 13050 1 K dun aS @ Niogady HJasogid zs 9 033 45 1 aSluls 554587y .Next ol -
1209y Bogads A =i (Block 3¢5 91y:5455)) U plols sasluls o5
What action should be taken when a connection matches the specified condions?

() Allow the connection
This includes connections that are protected with |IPsec as wel as those are not.
() Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in IPsec proparties and rules in the Connection Security
Rule node

(®) Block the connection

lgis anl ilaglySaiwlyl Sxiogats S35 AlS sy ks rr i aSluly ibiasaSosly logs -Next joby
S3> (5090505 §4 eﬁq 133039503 HlSauol 0yig.003S yduwd) 454y Aiogady Ul 10524505 (4L (Public)
s oy 455 (Cyaiid) § Bl

When does this rule apply?

[] Domain
Applies when a computer is connected to its comporate domain.
[] Private

Applies when a computer is connected to a private network location, such as a home
or work place

Public
Applies when a computer is connected to a public network location.

110l sul8 &) iy (So9iumsls §1 wSe3 SIS dusog 3 5L (Slols .Next b -

Name:
Block Pubiic - ICMP Protocol G

Description (optional):

JICMP JiS i m 4B 888 ol jdwds Sds (pordis Sl

Jostld SLuls e &) aSauoly LIS 9 53,Sis 1y §2 59550315 (Finish) aU5S saeSas ool -

Gl 38 lgios Loogyad oSy Kip)S SIS aSadys Lol saut) Candly $Y G & Slgios plog

«2udS; (Disable — JYL>L) 5 (Enable — IYl>) aSlubs 595 10g4saSs (5,\Suwes HlSai3S

S, ad) (Group Policy — $5isgl> s0s) glid) ICMP Messages sy <ljaidn ©
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Computer Configuration > Administrative Templates > Network > Network Connections >

Windows Firewall > (Domain, Standard Profile)

og ylodSeyss saw SUdbdeds LSS § ylwaSa 4«5 (Standard s¢>L Domain) 5aySo5bs ol
Allow ICMP ) yauwd) 5,5 .01,505Li> HS05lgle> ddods 9304 § 00995 Sed 1daiids Cawogidy S S0ydigundS

209131515 ICMP §3 Ki,S Syt5 UdJaogS (i I3uoyanias g4l 1504505 (exceptions

:4ilSyd5 g

.35 ping § Silsoayy a5 dS4sAivgsdy :Allow Inbound Echo Request -

.18 (Replay g Request) Uan <1303 ¢y 455 HlS@sdivgaas (sogaiiulgSTy :Allow Redirect -

£

1T ywggs |ACMD d diloyad ‘945 s gl 12883 24 > ASH4 9dd ‘AlS Jad 454

gpupdate \force

‘agd.g 1y &by (ICMP Messages) ICMP jilSasbids Gad ogl)Soalols 15)5 Aksga) 4S5 g4 535 Woogyan

LS 3 duwds 00945 150,

d jad 150303 Gl HBSaebias saiiyls saibylily 945 Ulg ,‘545.3 oL ICMP ilSegl,uS)09 4sylly aisls o ooliuad

asS (Wireshark) Wog Sasaelyad Siaods aS .aid..(oSey3> 9 535) 9 (Source IP, Destination IP)
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doliyds @ lgidi aSoylS Cdgdoss 95.14.,. ,fmS.g 09d b B ‘MSU ailSy05 doliyds 0)3> 94y jd> 9 “Jgdols 'aia.g 109ly 30
Sy &g 109din )50 WL, aylily 945 U oy ‘ojdfd W 10N el:ud aSoylS' 53> 339 9U SS0glySslws

1025330315 0g0slg>a) (IS0glan (SiS 55lg: 53lg>5i8 salagly S3lg>i8 2 45,5
.(Run As Administrator) s§a4; 69dsaSos Windows Firewall Advanced Security Usydw ©

154505 (Advanced Security Windows Firewall on local computer) yawd l.."—udle SY¥ S ool e

Windows Firewall with Advanced Secuiiy on | ocal Comgutes Proge_ X 1094:;.:50_’ d«:fon'?‘;d",, IQ,gdSOJ (Properties) )Md 43)5 |J§9d

Donss PioMe  Pevate Brofle  Publc Pfle  Byec Setings
Specty behawor for when 2 computer s connectsd fo 8 puls network Q.S)§'? ’UO)M u“:”q I g ’42‘."'\':“3 U(Tab) 0':"4{ Jl9€' ""450)4’.‘;4:’, 94]
noaEn
e . .
i Frawal sate T et ams :QKOJ ‘_S)L!J OKM:!@)W JMM 6.»09:!4:!
rbours e ook idefault
Outbound conrectons Aorw ineta
Prtected retwok conrecton Cugtomans
Semrn & Logidy S0l g9 yaiguodS :Domain Profile -
;x,m-:‘ s<ttrgs thet coreol Windows r— y N
5515 Sl diggaids 1 39U 5555
SGRNg
il R Cutore 0§ sawdldS salidiogsds 9di 534585, :Private Profile -
ol o§>olia) adGyold 9 o o wolglyiway HSan3sU
o o lgis

Cyaiid Ulg 10glyiuds HlSaS 0500 0)35 sauwdldS (sailyiogsds 945 ($ya583 :Public Profile -

LSd Jhdilwdido 9di § .0udSs ALl S(Log - slogs) Cogdiloss lgids das dSuo Slodd ay HloylS e 150,
sawd) &S (Logging) S99 giid) |a3gd) (Public Profile) digges § 13dS05 S5l 0905am (S0932 rpmw o4

.o24505 (Customize)

9 9U lajed) ,09aiiySes (Customize Logging Settings for the Public Profile) (soyasias ‘545 olal e
.(Browse) $asS9> sauwd) 3, €5ySay 11505 SaSin GlSasylly a5 Salil 945 3 (uaSes s> (Name)aSs>

328503 5313 S Ll bl aSalyl (Soly -t 4S5 (So3Lad Loogyan
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Customize Logging Settings for the Public Profile X

Name: [\Desktop\ping hdkurd\ICMP'pfirewall log| | Browse...
Scent (B [ 10f]

Log dropped packets: |Y v |
Log successful connections: iYes v |

Note: If you are configuring the log file name on Group Policy object, ensure
that the Windows Firewall service account has write pemissions to the folder
containing the log file.

Default path for the log file is
“systemroot % \system 32\logfiles firewall\pfirewall log.

[ ok ][ concsl |

1(No) 0gl,S& ¢ 1456ya04) (Log successful connections) ¢ (Log dropped packets) ;i og LiL o
swd) G5,S HLok .0gaSal 95 Sl yLday GlSoggilsdy 1995l AiaSL ()Lily I,SE Uan (Yes) auaSlos o

.32550315 (OK) 54089

99> aiylsly iwes .09aiaSs oga(Notepad — Run As Administrator) a4yl aSabld jaSa5 Luws o
4 3 450,509 1094103 (595 HSanLily ColigleS 10 (Slas (SaSosliaB 09 1slpmngs (S3984s 185 1lSL9gd3,
10508503 oy LI 1540 g0ylg>a) ICMP _J5S5555 o acty s 13aS&Gala)

R T —— - o x|
Fie [0 Forme View Help

icmptype icmpcode info path =

2016-05-11 01:27:23 ALLOW ICMP fe80::a94b:d81e:4279:558¢ fe80:1 - - 0 - - - - 135 0 - SEND
2016-05-11 01:27:23 ALLOW ICMP fe80::1 feB0::a94b:d81e:4279:558¢ - - 0 - - - - 135 0 - RECEIVE
2016-05-11 01:27:43 ALLOW TCP 192.168.1.2 62.201.215.117 55563 443 0 - 00 0 - - - SEND
2016-05-11 01:27:43 ALLOW TCP 192.168.1,2 62.201.215.116 55564 443 0 - 00 0 - - - SEND
2016-05-11 01:27:43 ALLOW UDP 192.168.1.2 62.201.215.123 55106 4430 - - - - - - - SEND
2016-05-11 01:27:43 ALLOW TCP 192.168.1.2 62.201.215.123 555654430 - 000 - - - SEND
2016-05-11 01:27:43 ALLOW TCP 192.168.1.2 62.201.215.103 55566 4430 - 000 - - - SEND
2016-05-11 01:27:43 ALLOW UDP 192.168.1.2 216.58.214.193 55107 4430 - - - - - - - SEND
2016-05-11 01:27:44 ALLOW TCP 192.168.1.2 62.201.215.103 55567 443 0-000 - - - SEND
2016-05-11 01:27:44 ALLOW TCP 192.168.1.2 62.201.215.123 55568 4430 - 000 - - - SEND
2016-05-11 01:27:44 ALLOW TCP 192.168.1.2 62.201.215.123 55569443 0- 000 - - - SEND
2016-05-11 01:27:44 ALLOW TCP 192.168.1.2 62.201.215.103 55570443 0-000 - - - SEND
2016-05-11 01:27:44 ALLOW TCP 192.168.1.2 62.201.215.123 55571443 0 - 000 - - - SEND
2016-05-11 01:27:44 ALLOW TCP 192.168.1.2 62.201.215.123 555724430 - 000 - - - SEND
2016-05-11 01:27:46 ALLOW TCP 192.168.1.2 62.201.215.96 55573 4430 - 000 - - - SEND

016-05-11 01:27:51 ALLOW ICMP 192.168.1.2 8.8.8.8

016-05-11 01:27:52 ALLOW ICMP 192.168.1.2 8.8.8.8

016-05-11 01:27:53 ALLOW ICMP 192.168.1.2 8.8.8.8
016-05-11 01:27:54 ALLOW ICMP 192.168.1.2 8.8.8.8
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1asas093 oty (Filed) a3 S yan § HlSayLl) s,
ASGaSL o)L LS :Time g aS5aSL oL (Sylgsas :date

ool 4Ky diggas §1 09150 Sbay Isd) b > ALl SIS WJlosald lSLuba exisgas :action

.(Allow)
JCMP diggas § 1 iwggios 9 OlSos (ybs aSAasy 855108 § 53U § 454]55535,,; &3> :Protocol
W Cekawsggios ASAIASLy (59lyuSy0g 395Uy 91y, IP Soglsdus 1sTC-ip

09545509 109l dalS &) ASWIaSLy diggas §1 i utuwggios IP iwdsdo %> :dst-ip

4509155509 HUs g1y, GaSbay Doybdw S50 ($3Ls ICMP pdiisyls ()32 icmptype
.4S5091,.5309 (b 9lyay0 diaSLiay Ciogbidas LS5 Sy ICMP _udidoyls 693 :icmpcode

Echo ) 9 (Echo Replay) lsaSaudd a5 /Clwggios Ping iloyas o (0 8) ogosamw 64][5 993 94 (Sdiggas

.s(Request

50315 lSoglSyleds asyLily L gldl (<) sailins lgas (5g:45) ilglySilituciianns ga) S ya a5 /_siels
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§ b 8 9 Bls § ol 56 . SasaSelas cub 64 dasb pU iCuwdido iz §1 Cyiliod IP® _sasL S
og idagly K8 5Ll laogs lailiniay Coiwenian iy Loogyan aSAl3SEiss $sheSHS o egasie>
9 )b § Sy OIS @ gl ._i..g (2. . Ol 65090 /5L Ob 526U 995 Yl SHop HlS13gde (so5lo))

-(RTT: Round Trip Time) (s§2d; " ygi003 dS4y pdilels .5y, 35909

RTT: Round Trip Time
Sayy999 yad 643|9.£.; ldl?ASb sad 3 1650kl Glglidl 4,{4]14:g|, ,_,JlSASdSlg 6096!}45 9 0Nl S5 $i999 S109%
SSwogiias RTT s3aa, (Destination ¢ Source) Ul saSaiwdsn o> 9aSasdiogads Lo gaSo,xols 359U §
Liggas §1 19090 SUFSTy sad lSa0l saidyls 9 5ol alyses SaSaSolnids o C)Ses gl K58
L»ogyan .(Data Packet) asSh by dJ 0945lgSs oS Sasngii (Signal) Wasailivs ya» .ICMP Header

.(Ping Time) ping 515 4 0glywl RTT

‘‘‘‘‘

L o9
S é\ ooy
_—
K1 ﬁ-z

Data 4 Header Section) s ¢l Sy 993 & cayly 1SS, Hawdd 3599 LSaoksl) Lda ol S (Sashal 4 5 :(IP Packet) IP L34Sk ¢
eaSes 090 Olewly Ll (Sayosiiay yualy (Payload Section
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BN Select Administrator: SfD - ping test - cmd — O x>

o Sg Stk UangS (e JaS) sdlanle ailylS $)15Sw 09 gt SISWIS Sayesas e84 LLRTT o
3 s il 1SaSe ool & o iy G, S 858 aas Si)S 55 el Sl 31 oS Slsodlan

P sdland jasiss dgdel

S $995%0

1983 12 ui?lod (Mike Muuss - jwoge lubo) sasdl (yi3yls & ($935) ogdulpwggs 395U 1\SCwggys &u:s
S35 o33 Slilian-dlacyS &) acy Kio 1rJa 9&5 LUNIX (5351509 Lodimmw 3 3)Siwgsyd LSiw lilo

W03 (55 9 Clianidd ClilwdS 9904 dSgiaRdS 150ylg5d) dogawggidS 19l SS

S50 lyjaols yawa ICMP J5S555, Lol (AP Network 3 <lbosylSay <ljawnl> oy Kiny OlSods
)S sga(Sonar - yiiw) SLPauSa sioas woyedS @ly3S pds wga(David Mills) 3iyds SlSariacs gogdilyls
.PING LJ 56U <Lk aly35 ad Goby

(Packet InterNet Grouper) 5091yS5gS 09 JUSENIX Jog 690)lS 945 (s3ds <1ySy09 ‘oﬁid." <Ly8) Jd.i [anr
993 USENIX _ Sy 3355a) SIS e Loog )b sz 3Iaial iuusly (535 2085 aSigz Sy 1L slods Ul
55 poggu Loogyan Sy 31 0903ie (il aSipz o I 985 WSY oS 3 uiudS (PING) Sipezas
S8z ol 5319941 355 1(0glods LiuuiiaS) 1aaSoyaallo o o8 a1y (5355 SASG et 9 UNS03FS ksl 31 S0

LSS S 9 (53995 AbdSs 40jloli 4SE ez o uilios gl Sel dgasad (lSos Sy
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Sy a0 |a(Checksum) & aislis adh 1aSosy sdwal SAidsjgs (5gaSyuw & 099394S Kivg3aS il Ly S
§ Gl Jluwgl Ping ai0gds SUle 135505 3yel> OIS )85 g_i.g JACMP d 0)bs JiaSdad 5y 19,5 sdlad
ndges g HleKig dall wlg s |atuds s s34 S Uly wilSes 4155y Sy aSallaiosyio (SaSaiwaso >

Wloobid] ddwodd 09

20 4 o&5 1099355 Slgs >3S sw9ge clile Ping Command s¢5L Ping Software ._s,oj;éel.s ogdlody ‘agd.g
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Ping Command Syntax
135509 gd) ploaSaly (SEyogl diuzy adl e s> W Siy Sogiie 9 wlil o loal liniad iuwl oL
Sy gl a 0yl 5285 S Aig S8Kis,S Wloyad 945 ilSad) d) Ll 19939y ihiodS Sasogiiias Loogyad
oxlegS pdy aiipdiisd SEL jhw Al iy Sdz ,aSSWy wdS § Loogyad 9a:afSL dlaly s 3
Gal pdl 40D 350 SSasle §1 Gasu SIS Silgios Laogyad Sl o6 diasy oJaS Silgios HlSe) eSSl
Lr945 199y disds0s ISAE) 1, 94 s09aindS b 04iLo3S ads yod) il 5ylgs S iasigz sailol
CMD - Command ) sdelyds 43 GIS05lS' odyduw 094003 5)lS4) Cawdido dolS §s duvgds Sius ydaw jlg>x8

.24500 195505 9d) (Prompt
35S iy i Az

094(Run As Administrator) 45,4 gyl (CMD — Command Prompt) SesdisyS ilSal yas)lSas o

.(O);D:;-J& Run As... Lok 9 4 454.o|,§§,:g saawd) Culy (Y (S45,S) dlwdsdo 9dS §9 095 SaSaCMD

duwggts Cundsto 95 §1 .(CMD ilSaiemwsgs JaSd) ogaiiin) disoss oy arlosidly 1olSok03S iuies il 5
S5 Syl 1 o Kils yaiis g (color /7) Cuwggis Hlgi0s §5 audil Aiaoggjo)l deds 10,5l yaiis ¢ (color Oa)

iz $5aKioy lgios aSaeliyas (Properties) d 3g5L 1y 1SaSKoy

154503 HIS Hload 7 9 8.0 9 8.1 (5)5ai9 JaSay OlSailoydd §s /(0S5 vy vy GBI 10§59 yduwd] ol @

< 20300 ‘_S)Lub aSdiw)y ydwd ud.u,S ,_,045 9 Jl,g) dl:{.’.‘.w )645 l.e.&b

ed.bﬂg.: liog IP yawd) le.nbgiu:o Stiloyas gds 3g>L s3Iy 945 ((IPV4) ggslpwggs 15ailgdS 995 glia) ilSyan o

.Q')‘S

o2 IP 29>l Cawsa o.fJ.}fjd.o§S yaawd] ds03yl3s 945 asogds SUlg (host-list) ggiluwegs dSailgdS Hlodd gid) LilSjan e
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ping /2 ((ping [SPACE] /?))

& >og yan ,leyaU(Options) 4.045 s.iu:g UJLO)M U(Syntax) S, 9904D d'.bl.wé -9 ga.:‘:.))le Asdilw) ‘545

:0gLls ‘_S)Lub c.fJ.E.odS 454.«.4443 ol u&‘b'ﬁ)dﬁ gLt

ping -t

S A0gLids Cigdeod (o diggai § 10g]yS iyl (B SaTgw 94 § (Hliwog ypds) s (wlgesyas HISAiASL
1SS 7 4 g dylsylSa) diuoas 35U I‘A4SOJ§3 4 o)l s diogads (§ydigus03S 4S (School-PC2) iwid il plgosyas
() Sooyl3s diumgiy 1oalS ad) 1l ou5lly 09dilS Soslid) Zisdons 2931y LlSes(Time out) dSaysiogay

{(ping —t School-PC) d109%i ads i) Sy

lgios (Statistics) HLSoylol isies 3 ogyad 0,515 (CTRL+C) ilSaaS9g5 idolgosyds 03yl 545 uliweg §
U S a5 asds)lily danyS 945 Hlobs & Cawdsdo s, Sils (CTRL+Pause) sg5L (CTRL+Break) _ilSaaSgs

1S 0g)5355 (S0905lg54) ko L v SIS 9 Hligaing So33ly 9 HSGASL
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B Setect Admerstrator 990 - ping test

ping —a

ologl .(Host Name) sg54ils § cliliuigl jad (33,5 § Slses (IP Address) (syawoil> 9 (2935 Sousb
Sl Cuwggios Cuwgd §5 UGS 1 boyand) g pbes GBaaSh Ulg OlSes dugs 4505 1455 Sleandl
IP jawd) Sig SIS ggodd dily AP Sliuisl dilSses 9 DlSos dSaiwid (Sytuwosl> iy ailylSy> P jliiol

1505 G i jwggios (SAwd gl

BN Select Administrator: SfD - ping test - ] »

Sogiigle ping —a Hlogks WHlSes yawd) 515 g IP linigl 4 0gdilS0s dSdiwdd §3-gaiuwly raindd og
sl aa Isasdiggas ad) w503 HlyiSieg 5y (4.9 nbtstat g nslookup) ey lSailiuisl Seg0,Syes

.02556509 google
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B Select Admirdstrator: SID - pang test O

AL aSaia0ds iLiigl Loogyad 1) i aSosyl Ll GLalP Ll el (painsos og

352035) Ioalagly SLrPasa & sy S dangS 395 0335 SiSIa> daosS) laslgailosal :(Host) i

Sy 3539503 % 09U 9 dad (Sl 1595 09 (SNivgaty i yilgs 45 Uasazyls jad 395

ping —n [ping —n count]

ICMP ) Ul \Cdwggins 9 SIS ‘MS 9 3L dilaidogeiesliay AUaSL o5 soyloy blgios yanlSay aasesyly ‘ad
S)lSlglsy Hlg> ail)lSgs a5 Lasdilaideggjosl dsosylys ‘nd.l SBGaSL soylos sU (Echo Request Message

:google.com & (5065 CaSL 10 ded diggas § . y00d

B Select Administrator: SfD - ping test — O *
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ping —L[ping - sizel

alylds g9df Saiayls .915(65500 U 0) lgiid) oo OLS031a8 130, 1 HSAASL § SlSe5 55bs Cawdsyas So)Las
985 988& S aiwdsyas s03Las . =ub(216 - 1) Ulg (65,535) ailSes 1ol 2 025954 &S (IP Packet) o 09,5509
Moptdlo jw €3S i Slsr 31 L) diwdrs pdS o (Ping of death)yjigeSos Lo bails oa) iy
i yilgios as)lad adf 099358 Sibs> b 32 wililSg> Ky . (Denial-of-Service Attack)Uly «gsylSey

3955 ogasenylly adf S5m0

(099955 Hlowwls i) auli28 .CsylSay ICMP J§S§S§,,3 &S (Ping Packet Header Size) (so9d5 yasdl

asogid ady W35 Culy 29 1,55 1303 T 4y (504K 4oLl 4458 &ilgaS
Data =ul 1 + ICMP Header =ul; 8 + IP Header =l 20

:Col100 Spua; google.com §; (udSes Sy 1aigges

BN Select Administrator: SfD - ping test = O *

(MTU) Ulg 13,505 354 HLS0)Lad (5033 ot 398 45 43aSi 308 03155 95 (59155309 neandysas (0308 &) Conwasdo

-ew99505 MTU (so)la) el aian ogoylgs-al 1S Liegsas SooaiwlgS §r 35505 (3L Luddydiis yduwd) oy pL

MTU: Maximum Transmission Unit

MTU GlosSs Wasdlay)y sgoan iy iiaslsSly §s Cdyaises Sl 448 (S5 S5aSL o3l i sase) agiyys
Qogal § 109%5 SaSagdia) Caizoay0s aSly SIS Ly aiiaisSes aSaayly Syanshyts $a3) S san Sholx
d) 992503 ¢} $aSaiaSLaS (Datalink) x> o) a(Payload) Soylidsas MTU iS5 % dods wZuly 1500
<L (Fragments) lSazly adiled MTU oy oy & (gge by CilSoglyasts dolias 1aS& ogdiaSopkals

.09d03 9L 43y HUls dogﬁl«ubf 1oL ‘MJ PN L)
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S0y dsoyliad (.mj Swilgies aad .asail)S35>4S 1500 5y ds 0glyrizzigS MTU lajgaised OIS Say3)

auwggls 4109k ad IACMD o &y 155 Gl adogg jo)U
store=persistent ¢ y=mtu " sasddydiis” netsh interface ipv4 set subinterface
14iggal

netsh interface ipv4 set subinterface “Ethernet” mtu=1700 store=persistent

ping —f (IPV4)

.o2a505 (IP Header dJ b yibl) aSa4y i oS |AIP Header o (DF: Don't Fragment flag) _;5,5,b>
._543|,439|e 94’) ogAJlSo,dgle oas¥d U (Fragment) a>)L (Echo Request) jlSacbas Lsamela l..\Soedi.;d
PMTU: Path Maximum ) SaisS ioySyawols 3 0aShss a5y aonlh add .(Stiwato 1> § H54
edj ogyar 1600 4; 0993,S HleilSasSy3ud diaSL (s0Las Iaogoylgs (Sdsdiggas ‘ad .(Transmission Unit
(DF) ﬁia.g aFragment & Glougny SlSaiaSL/aSaasl oS liasaSos Sly plnidd 109995554 plodgonyls

15§ 09l AixzigS

BN Select Administrator: SfD - ping test - O X

ping —i
090ylg>a) .Hdebiay 53U § (IP Header) gl &ilSes (5L (TTL: Time to Leave) d-—\LS o dgoly ads

548505 TTL &) ol el sidn
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TTL: Time to Leave

Slogdo 15ydigly 995 gl dJ dilg saslal S S0yigly Sdilyggims gl 1+ (Hops) olSTagae ol  ogle (Sylojan dJ dcss p

.....

9 swlghy .aap (Lifetime - g9aij09lo) 13ydidsaS Samb 990 Jlgtd egle Sdsyee sad &
S99, §: oga(Source — ogl>yduw) & HISULs 33,S)0jeS SIS S§0 o ySos Aidy y9ginw dilgrisjoglo/ 99453509l

.09d5S 0 ‘945 OlS 59090 deos 945 (Destination) Cuwdsdo x> 3¢5L

4 &S Soyily/ sigly diggaids 105 divgaty HlSonxeli/ el jteli plgiial (gle SBIS) yad §1 wolwl Sableas
4 dcyy LS 945 sogdiawoddy Diloos SIS alnivgdus U Ciyelos 09 niySos idy y9giuw 1ZaiySos Aivjgli (Hop)

.(Loop) 5,5 Sogiisds (TTL-Tile to Leave)

SR 5 a3y &S 255 diles B s Loogydd . dgdSes sy Ul d) B (TTL lagml xSL glidl
10983l (S35 (12354 4y oga(Sender - y0,0) (as¥a) g ySoaly (TTL Field) (s)lys ddsoad .aSK(Octet) 4l
&l8es U saSaiwdido 3> §1 oilSo y0)65 las aSdiasbas d.l;f,dgle @layad jawdl ogdiioredS LIS 95 HLL
Cugidios (Datagram) aSaSan 1(0) dike dSa3y Cawdido iz GiindS Sk 9l jaS& eﬁq S/ you0
31 094:3,4565 094(ICMP - Internet Control Message Protocol) a5yl ddiad 9d5 w30 dlad 3g5L

3055 _punsdS &3303 aSalad (55Ll; g o3lo} 9aSalan (553> ICMP Livog yad> (S0,

Pl Dlses CiSE T Jalsgde jad § ((Hops) (BS1sgde Sslojad  (S10a Spd Gxvy 1o5asy
ot pba) dly od) Sisian (TTL §r OlSos 3o &5 (aad y38 SUlgs aS) oyass Sogidas yas-yaSog
9 OlSeals Cawns >y (it @ oga(Source - 50,5) oglrydw d GBSdSy 1uaSos SHbd HlSdodiunw
Ping dgsaids . adlel Sogiiis 1103 10565 Iy HSGaSLAS Waylrgao san §: 1ulSopsle lszial ogaiioredS

1128 09ailS03 1A(7 j3Ais9 ) aSAdIS edzyduw w03 127.0.0.1 oL localhost §; (uaSos
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B® Administrator: C:\Windows\system32\cmd.exe o | & [

>ping 127.8.08.1

127.8.8.1 with :
from -
from

‘ ived 4,
F ¥ | trip ti n milli
imum = Bms, Maximum = Oms,. A

2 y43ya50g _oodiums s JSojleler sl cliian

e olaeg A4S o
255 | kernel2.2.14 Linux
64 Red Hat 9 Linux
64 X (10.5.6) MacOS
128 Server 2008 Windows
128 10 Windows
254 AIX Solaris

WSS OISL 09d) Cnmnigly 4352 099355033 090yl oty ot 535 ¥y 18,8 SEd3S s aned SlogS

3493554 09 1S dodiunmw ydusd) (j9ly3dols (Soydls (Sogiiids dilsy 95 S 10l Glodilol pichd) Glog (olins
9U S5iloyad 4y ioglituw GleaSauly alole 130, L isls £33 dilAidogejoids Gl 633y s IS Zililgios

328503 0aS/ 3Ly dils5 98 ayaSyy iz 4 1033459
14y (04500 dSA5>-y Aol diggaids ILCMD glid) :(Command Line — ;loyad J.;b) g_sttf,“g‘v,al .

wmic nicconfig call setdefaultttl 254
30053 455 ads :(Registry — sidylogs) eyl @

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Paramerters
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4l 15d09930) 5y § 055 (Decimal) >y 945 (Default TTL) yawdl 45,5 995 ook

Edit DWORD (32-bit) Value X
Value name:
| Defaul TTL
Value data: Base
|255 | O Hexadecimal
(® Decimal
Cancel

ASoylS 59,SIral> §1 094isdSy (Restart) dSydigudnsS diungls 1090ydm SALIKY, 9dl plSyad 4y /il

TTL jawd) LiiS Sasdigges

v

285 saie> U ogoydu HlSoglmwggi o)lS 0dzydu ydaw disdy s bty 50305 Jodd 134idlg diggai ad)

P o Sl d bles

>og yan /ogl).'«'.wd.g :_J dde.;o;M 0)439.3.’:,0§S JAfdJ j,fu.»oyg 3§ C—u:{.jo.)l.ou Jagly &l 990 9 Wil )4545
/(Destination) aSaiwaso ¢,> 395U LSl il LSy iwdsods Cupad aSaxdliss LI B35S o S, Shoo

1094505 U dy0giis ady LSS

A450y48 0 A4S ASAwdido 1> §2 ICMP () STglaa) dcts y 080yauw SAidiggas 95
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ping —v (IPV4)

&b (Echo Request) Sasbiay & IA(IP Header) 6-—\1*9 g4 (ToS: Type of Service) 5y aosly pds
LS 45 TOS .uiyisls 130gly3S 255 § 0 lozia) a5 95 Caiyilgios sophan S4Sa5y5 ailIS§> (SogiiasdS (lSo)
IS4 goy0u 0 SaSasy i8S Sasegiisds «(Differentiated Services Code Point (DSCP) 4 ogdd juobios
S GGy i2ySxidsyay § a8 0ald 0 (23,54 §y il lSextigly sawd SEIS 95 L wayl

Al 8 5450y 15§ Slos HIS4QOS S (655 (S Hiogas S Bopogle 9 U Slgsesls

E® Select Administrator: SfD - ping test — a X

QoS: Quality of Service

3l 3 Jagsad Sl S8l lddodS sasgded) il d0yE Sl lSo)E i3> $saSSy A Ay
<y aS0yE 332 50355 Sioar aililoler a1 95 uilgies 094QOS (s3aas abiwitdl pday (LS Liogus

et 59900 I30905lg> (Sblgs ) 45 oyl Ly 4isaSiles 9 (v
olSais &K% 9 09l : bit rate -

+aly35% SGaSL ya 5,5 Nogudy SIS -

(LBaSL jgguig) Hod Cwosd) § dsad (39940 -

4:[54]4.0 Si5=> 6)45&% -
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Bandwidth Use without Gos control

Normal traffic

Entertainment traffic
Critical traffic

Bandwidth Use with GoS5 control

Naormal traffic

Entertainment traffic

Criticai traffic

Soasd IsaSaiaslidl OIS (sdyd) Soeds yasd iowigs (IP Header) yawd) llodSL (aslioyaw Uad) ooyl (.m.l

ilatungty S a) $idudSD § Ol 59 pydwd) Sdos 9 S0

IP V4 Header

loyad 9 Wyas LSy 94l Wayyan ((Data Payload Section g Header Section) s Sl aSy 990 dJ IP jSaSL

1090ylg5 (¥ (Sd09% ady 1d1dd S§5 Sl

) 09,8 aisl 65500 i y55ds 9aiols 20 (50,1 Gy yiedS P ilSaiaSly S35 o asiyy Header saS)y (1)

CATYO P70 P L 9 aoyS o asog,S p 19155509 3951y 3055 SISy A 4y Coylidaws 0940335 145 (5L

99y dud>0) de]M§S ‘_SO)L‘GU ‘_S)Lub @:Jx\b 090)|9.'>4J A (S§>ds uthub u.’lo)ds 9 hydd 43[5).3 gd) de,g)tLbAS

:IP V4 &y &ioybans
0 15 16 31
Version| IHL |Type of Service Total Lengh
Identification Flags Fragment Offset
Time to Live Protocol Header Checksum 20 Bytes
Source Address
Destination Address

P4 Options Z
7 Data (

39



4 4 54SopaS 1203 (IP V6 b IP V4) aS 199)4il505 IP jliusisl iliseg 532 :Version

.4 4 $aSop a5 JIP Header 4,aSa5aSL oy (S3553 (2155 (S03148 ($p09% :IHL (IP Header Length)
SuiS Sasgiias «(Differentiated Services Code Point (DSCP) 4 094l yuwlios Liws :TOS
52 623,801 adh 11,5 3y S lSesdisly seasal SIS 55 Lad el SISe gopias 0 (4S5

1S§ Slos )54 QOS aS (lS0y§5 Sxvgads S Sepegle 9 U Slgyesl> AU HISAaSL  ja,Ssidssy

48 ‘5450).3
Header 31,55 50l 1S3 §5-4) GSWaSL SlSay3sys SIS iiS Sasegiinas :Total Length
.45 16 saSoy (Payload ¢

ID L, ailobiawls 95 52, Ta035e; 31 ssad ly(doliasls - ID) Wy 1S5 lSaiasly :Identification
4316 5450y (IP Datagram) Way LSl 9 JSEASL aolials UU 5osSiranizas St an
PSS 9 y§34 «(Fragments) ;lSa>)L S903y XY P PR ;,.s,ﬂé,:.?;S § Obos 54 Cu 3 1w :Flags
109l 4s095s pd ULty 14 0gagSes ISl

9lSeslli:0 & o

ICMP .aSa0 90,3, auieS),8 a5 Blg 12,503 90,3y 152 olSazsLy .DF: Don't Fragment :1 & ©

Dby Ses dasdy 0SS Aoy STgdSCiuwos §y

g8 € a5 gy 535 GlSe90p3 454 .MF: More Fragments :2 ;& ©
4013 ‘_;45%{ 1Sl50s HlSaxb ,_,L.ule S0l3 Cuwggys Sdsoglias :Fragment Offset
dggaidy 15SsNiogits  SSouel/elixel lgid) (ogle SLIS) san § :Time to Leave
sl (.\L?Jo,w B Cdyg05 09 wsS6 Ay y9gimw #Zu,Ses Aoyel (Hop) 4y a5 ;,lSo,:xs‘gle/)ngle
((Loop) 5,5 sogxisas (TTL-Tile to Leave) a aciy y Cujgtasos dSAILS Saslagdo 9d sogdianosds <1305
.4 8 5aS0yLas TTL lsepd
Coststo iz 95l ol 3 aAlAEEE, ljad Sases (osggidey) g5l Protocol
9l aad 3> auls Soyles (Network Layer) |.$4]4:g|3 B d gl:JgSgIg,g sa» .(Destination)
5505 Gldaaiiawss 1300 dsoylol

(0808 Gy p 31 $Wlsed) Ay il Wiz SISEy Sosle o lisian

osloj | (5aSegl,STiygS S4S09l,S33 55

1 ICMP Internet Control Message Protocol
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Internet Group Management

2 IGMP
Protocol
6 TCP Transmission Control Protocol
17 | UDP User Datagram Protocol
41 | IPv6 Internet Protocol Version 6

0y pdl Cutdy Cosests JSAFEy Sl solel clinian 1ans sbd lgies Laogydn
o9a(Notepad) & 14 (protocol) sglias aslus SKLl (c:\Windows\System32\drivers\etc)

.090ydS

516 5450y .aiy3hslod e il iasaSly salan zan 1ot 1yl
Al 32 5450y - g0y 3951y idsogl>ydu iliaigli :Source Address
&3 32 ($4Sop 1 Cauwdito L 395U 0,509 iliuigli :Destination Address
Options de]A,g'e gl 09433,5.8L g (Debug - sdian) yloidan ¥ Seyw Sauogiiny :Options
bit ) & oy b (IHL) L5 $4003 985 Uad idusi 3Ll divodd IP Header salé gl aslyls
57 2 Ndx & dSasNiogady (Syaglyds Hasddl HSayLily 5oyST §s asdil Nidegajonl LSS /(32 words
:((Type)
.(Fragments) ;lSd>,L; 9g0d (50943)5yasd) w1 :Copied 0
.(No Copied) g,54; e =0 =
.(Copied) gl,Syaa)=1 =
138585 103 Juasls asogxds ady w2u2 :Option Class  ©
.(Control) ;5,81 5awdciwes =0 =
-(Reserved) paio>=1 =
.(Debug) j3sdiad g plrdan =2 =

-(Reserved) yaipos=3 =
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. (Option) ‘5.)155 Uly /aS&ilaidogejoyl 0385 (5350 5bsas diauls «u5 :Option Number o
-0ylo3ay

(Option-Length) jaSa) (Option-Kind) Sy $3ys SISE «u8 :Option Length o
Jaugs gld) ogdilSossS

SUbds S g o355 yboa d5auls ((Variable) ogly3S saSas, :Option Data  ©
a2 d CJaSoeg «(Variable - 091y35) (saSa>y lsaSaas, gldl Uls ‘_s.)i.s :Data Payload s¢>L; Data (2)
oy f‘d 1,5 ICMP diggaias ,ogo,o.x;':.gd.i«df G4 ¥ oglywls aS Syl 4]§S§3§,,; d glyxTy Sasoslo)

-094S0yaiXgSL 9gedds i yiLos

ping —r [ping —r count] — IPV4

Sdiayls &5 ._54.3&& 94 § <S4y a5 |U(IP Header) ) (Record Route) ;3,S:5bas diagl azonylys pds
9hSilegs 1545, o (Hop) Waylssdo ailsyan .L‘,gASo\;}fg]U JaSd) (Echo Request message) ;lSaobas
@ puSay Sies 395L (Count) aSoylojan 59,555Ls .(Record Route) (so5l3 d eiiisySas <3 (Entry)
4033 ad5 .(Destination) Cuwasiae X ¢ (Source) oglyyaw olgiial G yiy9aS 0 gL lSTagde wilgs
Sy g Contito i §1 09lastaw 4 LS5 SLGIS 1aSoyiial Copan Ia(Routing) & LSy UG1S CaylSay

:4,42 Record Route &as sgolg> SaSaigens d .cuad Slol> (54535 aSoglyaS aSdlys 0g v

B Select Administrator; $80 - ping test

daS yBaHop @ (ylauvegiy Boydisly yawd) Cwdsto x> ‘Record Route 3 § ogl)S ﬁ_iu:’ 1A3digg0s ‘adj

10594503509 L\fu:‘
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ping —s [ping —s count]

913355 09 915Sy09 SasySTgls yad (et (Timestamp) Sogidits (OIS Liady03 §1 SIS a0yl ‘adj
olis aSGLS (Hops) yS1sgd0 oo yiiiud) slg= asogds SUle dods 14 oylg= 0los 130, ¥ Sy wobasaSosl,

& & Silses
Timestamp

Hog 1 SuilSun Sesogiuds 1)diganiSal o )Ses slogi oS Iyl ) liglaggy sad SolSisasls SIS & acs
S PSNls 1 Dlses yors 4y 655y aS (IP Header) § 0gl,S53y5 Sasoolis aives aS4LS laoyl ad) «(NTP)

JaSS 2ol yand) (Timestamp)
NTP: Network Time Protocol

Sotels 5 sgueedS sty 3K Lol (Time - lS) i plgios ogasaiyl @S i3S SI3SE3
28z 9 ity So30d Ssabyis sawd) 1aSa5 ogacSly 4yl aSalayly Sosoms 9 aSalaly saw SaSeo
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9 OIS sy 35803909 X 9 daS (SaS0ydigeodS SIS yaw §s 09dilgSos lyogigd) ogdiliydiis  J§SE
S S3va 5K Nogsts) as § dd 3 LSS SIS 1gliSsbs Sl 4yt LilSopel sawal slosas
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§ 09aS00li d Wdogyad (SylSTgls § IS (usos og . 5ylSTgls Wy yawd) (lwpes § Gle(Timestamp)

151509505 GG 100 (S4S dunsddydiids

B Select Administrator: SI0 - ping test L

ping —j (IPV4 - host-list) & ping —k (IPV4 — host-list)

Cowogity Cuwsd HUaoES jawdl aSazyde (S Xiogidy Sorals slias LIS (Soglaytus (S50 15y Wiyl pdd
S30ay SlSes pulity &K LS 3 Al lesia) SXoguy &Yy aIAS SAaD Cuwgd olS Sosas s
541..3 aS .(ping -k) Sesylal (Strict Source) JaSa (ping -j) o3l (Loose Source Routing)
Obas H 5Ly Cand § Sy Slgies sanlSay 15aSo)ls 993 sand) .losylSa (IP Header) (Options)
§ 11565 $3bd> wexylly ads &S HlSopiling 15y/aSer0 iy «(A, B, €) Cupad dsly 4l pu 185¢ diggaids
Sy aSo13La3S lasgey dian a5 1300 aSassly SIS §1 dzsae oextisly L 985 Slozial SNivgsds sz Louw
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Test Point
ping A
ping B

Can A reach B?

Test Point

ping -3 A B

PN i e
Lan A reach b ana

B reach A?

B8
&;-—__—__7__ D)

>
Test Point
ping -3 A B A

BN Administrator: SfD - ping test
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ping -w (ping —-w time)

(Replay) clio¥oy jap §; 14Kie SaSiras> lajsly SIS 992ddy Samols jan § ahlS§s Sasegiia
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BN Select Administrator: SfD - ping test - O X

ping —R (IPV6)

ogd(Target) Cawdsdo- ol 9 3993 (S3igly &l 15 S0yaigly (pawhy dilgasss) (So9a5, S8 3 aKu,S asosyliy ads
g o= 5} 9 (el g 5L & P
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ping -S (IPV6)
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c.fJ.}fjd.o§S P Sl gf....,o ogdSasoglydw Laxdl Slgies aesly pd OlSgds 109330834 ,dwogS e.Lr,lvugS

46



ping —c

Sy biogudy a5a5) DlSes aSoISES dunsddydiisd saw SLSoghyituwl dday 4 Ky losad ((adg) oyl ad
Wme 450.))§.f yduwd] st.\fgb.«.Z.wLo gLt I:o,;,l :w,ig.DOyb“ -9 dlwogids 450)105 Jauwd] 64&4.’)[.0 o9& :(090,4391,4.3

:(Get-NetCompartment) awggs |a(PowerSheel) dJ Ll o5 i) 31 asan 35 (ID)

N select Administrator: Windows PowerShell (x86) - O X
PS C:\> Get-NetCompartment

ompartmentId 1
CompartmentDescription : Default Compartment

ICompartmentGuid : {b1062982-2b18-4b4af-b3d5-a78ddb9cdd49}

1 T oyloj yuwd) Cclios aSola,S 09 4y UYL aS) aad Glowls oy dad
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BN Select Administrator: Command Prompt - O *

t w993ty Suns(PowerShell) d sggun Guilgios (GS05ly  wins 3

Cawggyd GLSe3ly/ 05y laded) uilgios oogyad . SdilgdS v uas (Get-NetVirtualizationProviderAddress)
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ogyad ;Se35a9 o dilals 8 S3aig JaSdJ (Windows Virtual PC 3¢>L Virtual Machine u]l.cd.,
adoliyay ‘adf 8oy =uwb64-32 u.?lSo,beafog 999)dd umafjl.l“ (Windows Server Virtualization) - 4 oglywl
dagly SSazoly Jogyad (S el 1 S35 sl ogisdl 5 DlSes lSdiny azly 4 45 SL;

4533 S5asS09Y doliyanl 0,5 UIaS 1aasolisas adl (SHS Llt> dudasad aid. GlSoylo
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ping -6 ¢ ping -4

Siaaiuwnd § (ping -6) Sols 9 Cowdd jaSE asaSaiwdsdo LIPVE) Lumsiuwos § (ping -4) Soslss

Codd jaS45 . audaSaiwdids L(IPV6)

B Selecl Adreesatiainn SHY g tesd

i ilosad Sl g 0oLy

03U (53155 UJao3S (1uilgios IACMD JaSal 1538 1 10Kk gia) 03513 395 513y dangS silgios HlogS
SBLEL J6 9 05Lj ldacySay ggs Uil platy Il pdl . liuyes 31 52l 9 52l GLlSo)LS alonids U sy
1528503 Slalsd JUras 090yl e

:(result.txt) digges §s «(Text File) (uwegs LSS gL aisasos lSo)lS solovds o
ping —v 20 google.com > result.txt

raSalyld o ingly- aloval il satied o dusgis (SaSe, Kl o ASalld (ol Lgids aSoylS sgusleds isly

‘ ¥ Administrator: 5D - ping test — a b4

sty Slxiied sandl ilgios aSaylS isgs slodi SL Ly soga(Clipboard) sl ditssy aSaoloids Culgios 395

1409 pds /(Paste) ogaiiivls
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ping —v 20 google.com | clip
t s lig 9 (Average) |USSIS 1,55 slgsas g ,;,Lv,df .

ping google.com | find "Average"=

&8 Select Administrator: SfD - ping test — O ®

1po9gs Soyl3 gLl SlSes r>at> 3454’3 S0yl laoyls ﬁd.l 2094550 0131 990

ping -n 1 google.com & ping -n 1 yahoo.com

B wdect Admanntrater 01 ping teed

Sy 3 0985 oyl LdaodS Cilgio § 1 oxziss olSesslh yzsaeas 14Ky o 1 pe0aSy el S5 0L 99 ¢

(w9l Cuwdido
ping -n 5 -1 100 google.com

@ g (CuaSos 1 SIS 535 Silgd) HBSolesS I555aed) Culgios 1a0pd 1ylojad Ly  Suwegs 1% o
Py S §) S UOLS 99040 (o 095 Sl Uy 1iutSs 1524y 17 Cukinigloes LgaS hliawggys

1diggaids (S35 9 1994

ping -t-1100 -i 60 -v 5 google.com

9930yl Lg>aS Uil yad b (%gPing%) Cuwggl Cuilgios lgidi digges §1 0593 999 diloyad 9di (Spdl
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150,50 wlglan A 03]2)S 95 i0yS (i

s g (sysdm.cpl) duwggss 1ags GLily .RUN jiloydd (s094insS § 0,5ls (Windows+R) jlSanSgs -

XK

Environment ) $4aSgs dJ &5,S olwl 4SS (Advanced) s yauwd) &5,S 10945 S0 45 Sduoyanias gd) -

.&$ (Variables

9d) .45y (New) $aeSys ) &S (user variables for %user%) i ) ogdif,Sos asoyaniay -

1] A0 w9480 993 694 S0 dS' Sdsdydzidy

ASWLoyad § Sawggiod aSaugs 09U 395U 0gly3S 150, :variable name o

9503 4583333 95995 diloyad |3eyd svariable value o

User vanables for school

Variable

gping

PTEHOME
SEE_MASK_NOZONECHECKS
TEMP

T™P

Value

ping -t - 100 | 60 -v 5 google.com

D:\Program Files (x86)\Cisco Packet Tracer 6.2sv
1

%USERPROFILE?\AppData\Local\Temp
SUSERPROFILE®:\AppData\Local\Temp

Variable name: | gping

Variable value:

Browse Directory...

[ INUMIDE N T PR EIITND
0s
Path
PATHEXT
PROCESSOR_ARCHITECTURE
PROCESSOR IDENTIFIER

Browse File...

| ping -t -1 100 -i 60 -v 5 google.com

oK Cancel

°
Windows_NT
C:\ProgramData\Oracle\Java\javapath; C:\Windows\system32:C:\Wi..,
.COM;.EXE;.BAT;.CMD;.VBS; .VBE, .JS;.JSE; WSF. . WSH; MSC
AMDE&4

Inteitd Family & Model 60 Steopina 3. Genuinelntel
Edit...

New.., Delete

oK Cancel

Owiatod 103,50315 saiias g %gPINg% umw9gios JACMD Jgi Sdsoydmias &) 15y,Sesls OK Ll -

lSes LT § SlodSoyls,S

ee o

$
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« History:

ol ogleydu

https://en.wikipedia.org/wiki/The_Story about_Ping
https://en.wikipedia.org/wiki/Weston_Woods_Studios
https://en.wikipedia.org/wiki/Marjorie_Flack

http://vidyaonline.org/dl/ping.pdf
http://www.latimes.com/books/jacketcopy/la-et-jc-the-story-about-ping-and-the-invention-
of-nostalgia-20130730-story.html
http://dianagutenberger.blogspot.com/2013/03/childrens-book-analysis-story-about-
ping.html
http://webcache.googleusercontent.com/search?q=cache:http://ftp.arl.army.mil/~mike/
http://www.theregister.co.uk/2000/11/22/ping_author_killed_in_car/

http://webcache.googleusercontent.com/search?q=cache:http://ftp.arl.army.mil/mike/ping.
html

« Commands:

* ICMP:

http://pcsupport.about.com/od/commandlinereference/p/ping-command.htm
https://en.wikipedia.org/wiki/Ping_(networking_ utility}#History
https://technet.microsoft.com/en-us/library/bb490968.aspx
https://books.google.ig/books?id=Ua819DVKQPwC&pg=PA208&Ipg=PA208&dq=ping+-
k+HostList&source=bl&ots=MIH_nD3rAx&sig=QNNoUq3iqUi4Z5aUQyLzK3By3Zo&hl=en
&sa=X&ved=0ahUKEwj-
8006huLMAhVB6xQKHZ0VBNs4ChDoAQgiMAI#v=onepage&qg=ping%20-
k%20HostList&f=true
https://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-
us/ping.mspx?mfr=true

https://www.facebook.com/notes/524657517627824/

- http://icourse.cuc.edu.cn/networkprogramming/lectures/Unit5_|ICMP.pdf
- http://www.daemon.be/maarten/icmpfilter.html

- http://www.howtogeek.com/howto/windows-vista/allow-pings-icmp-echo-request-through-
your-windows-vista-firewall/

- https://technet.microsoft.com/en-us/library/cc786463(v=ws.10).aspx

- https://support.microsoft.com/en-us/kb/947709

- https://technet.microsoft.com/en-us/library/dd734783(v=ws.10).aspx

- https://en.wikipedia.org/wiki/Internet_Control_Message Protocol

- https://technet.microsoft.com/en-us/library/ff428145%28v=ws.10%29.aspx
- https:/tools.ietf.org/html/rfc792
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* |IP Header:

- https://ask.wireshark.org/questions/32097/how-to-interpret-ipv4-header

- http://lwww.freesoft.org/CIE/Course/Section3/7.htm

- http://blogs.salleurl.edu/data-center-solutions/2016/04/qos-b2016/

- http://www.tutorialspoint.com/ipv4/ipv4 _packet_structure.htm

- http://computer.howstuffworks.com/question5251.htm

- https://en.wikipedia.org/wiki/IPv4#Packet_structure

- http://superuser.com/questions/369594/packet-sizes-for-ping-and-traceroute
- http://www.infocellar.com/networks/ip/ip-packet.htm

- http://www.thegeekstuff.com/2012/03/ip-protocol-header/

- http://www.inacon.de/ph/data/IPv4/Header_fields/IP-Header-Field-Header-Options_ OS_RFC-

791.htm
- https://en.wikipedia.org/wiki/IPv4#Options
- http://www.pearsonitcertification.com/articles/article.aspx?p=1843887
- http://www.freesoft.org/CIE/Course/Section4/8.htm

* MTU, RTT & Timestamp:

- http://www.webopedia.com/TERM/M/MTU.html

- https://en.wikipedia.org/wiki/Round-trip_delay_time

- http://searchnetworking.techtarget.com/definition/maximum-transmission-unit

- https://www.internetsociety.org/publications/isp-column-may-2007-ipv6-ping-pong
- https://www.cs.berkeley.edu/~justine/honorsthesis_slides_long.pdf

- http://whatis.techtarget.com/definition/timestamp

- http://www.systemcentercentral.com/quick-tip-pinging-provider-address-in-hyper-v-network-
virtualization/

- https://blogs.technet.microsoft.com/keithmayer/2012/10/08/step-by-step-hyper-v-network-
virtualization-31-days-of-favorite-features-in-winserv-2012-part-8-of-31/

- https://blogs.technet.microsoft.com/networking/2013/08/02/cloud-scale-multitenant-
networking-stack/

* Youtube Videos:

- https://www.youtube.com/watch?v=M5h8BgZVPNM
- https://www.youtube.com/watch?v=9CH3TMZaN9g

- https://www.youtube.com/watch?v=nCTq0uXZQws

- https://www.youtube.com/watch?v=X0y5srAPhAQ

- https://www.youtube.com/watch?v=8PFFBMdyhm4

- https://www.youtube.com/watch?v=83FmYaB28Mw
- https://www.youtube.com/watch?v=QNKBTOM4Whg
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